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Agenda FUjiTSU

M Ghost Cluster
B Throwing Fireballs

B Questions??
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ETERNUS CD10000 FUjiTSU

B A Fujitsu software-defined storage system based on Ceph and

RHELY

B Appliance fully integrated with

and automated on Fujitsu Primergy

Servers

B Provides custom tools for installation,

configuration, monitoring, diagnostics etc.
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ETERNUS CD10000 - monitoring FUJITSU

B Custom monitoring system using CD10000 snmp agents
B Monitoring of PGs, OSDs, monitors and overall cluster state
B Active polling and traps

B Responsiveness for a large cluster must be tested (e.g. cluster with
224 nodes)
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Testing monitoring system responsiveness FUﬁTSU

Challenges:
Testing for different ceph configurations and cluster sizes, e.g.:

B | arge number of PGs
M Cluster at full/near full state

B Change of state of specific MOs at given moment or several states

at once
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Solution FUﬁTSU

GHOST CLUSTER
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How does it work? FUﬁTSU

W \Work in progress stand alone process simulating ceph monitor
B Based on the fragments of ceph monitor code

B Uses RADOS protocol, so it is compatible with all Ceph clients

(/usr/bin/ceph etc...)

B Uses MON / OSD / PG maps for storing fake objects in the process

memory
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How does it work?

. Fake ceph monitor )

Mon comm:f\nd e —rados—» Msg dispatcher ——MonCommand
ceph client

Parse args and fill

Osd/pg/mon/...7 osd/pg/mon map with

the data
Example: Add 100 fake OSDs and get Ghost Cluster status —
p L Fake ceph monitor )
Client
/usr/bin/ceph osd count 100 —rados Dispatch monitor L MonCommand—> ’lf prefi ==' osdmap.set_stz?\te(..)
command message osd count osdmap.set_weight(..)
Client
cluster 178bc024-3377-41dc-8c91-be0864046b8a
Client

health HEALTH_WARN
too few PGs per OSD (20 < min 30)

monmap e6: 4 mons at {0=10.0.0.1:0/0,1=10.0.0.2:0/0,2=10.0.0.3:0/0,3=10.0.0.4:0/0}
election epoch 6, quorum 0,1,2,30,1,2,3

osdmap e145: 100 osds: 100 up, 100 in

pgmap v0: 2048 pgs, 1 pools, 2048 kB data, 2048 objects
4096 kB used, 4096 kB / 0 kB avail
2048 active+clean

p 4< Fake ceph monitor )

Jusr/bin/ceph -s

Calculate health status

\ 4
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Current functionality FUTfTSU

B MONmap manipulations:
B add/remove monitors
® change quorum status
B OSDmap manipulations:
B change number of OSDs
B change state of each OSD (full, nearfull, etc.)
B PGmap manipulations:
B change numer of PGs
B change state of each PG (active+clean, degraded, etc.)
B Overall cluster status manipulations:

B change cluster flags (full, etc.)
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Benefits FUﬁTSU

B Time and resource saver for:

® reconfiguring and filling up real Ceph cluster

B no need to use physical cluster, single process can be run on any virtual environment
B Flexible configuration and resposiveness:

W change of parameters on the fly

¥ immediate cluser state response
B Easier automation of test scenarios:

W predefined configuration profiles can be used

M state transision can be also emulated e.g. long PGs recovery time
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Demo

B Fake Ceph monitor was started on localhost
B Currently PG/ MON / OSD maps are empty:

[root@localhost build]# ceph -s
cluster 1bb821e7-4550-4flb-baec-259e2809261a
health HEALTH ERR
no osds
monmap e€0: 0 mons at {}
election epoch 0, quorum
osdmap el: 0 osds: O up, 0 in
pgmap v0: 0 pgs, 0 pools, 0 bytes data, 0 objects
0 kB used, 0 kB / 0 kB avail

O
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Demo FUjiTSU

M Let's have a look at allowed options:

[root@localhost build]# ceph -h

mon add <name> <IPaddr[:port]> add new monitor with <name> ip <ip:[port]>

mon quorum <quorum> [<guorum>...] set quorum <0 1 2>

mon rm <name> remove monitor <name>

mon skew <int[0-]> set skew <seconds>

osd <int[0-]> <state> set <state> on osd <num>

osd count <int[0-]> set <num> osds

osd set <flag> set <flag> on osdmap

osd unset <flag> unset <flag> on osdmap

osd usage <int> <int[0-]> <int[0-]> <int[O0-]> add usage to <num> osd with <kb> <kb used> <kb avail>

pg count <int[0-]> <int[0-]1> <int[0-]> <int[0-]> set <pool> <size> <obj> <num> pPgs

status show cluster status
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Demo

W Set predefined profile:

#!/bin/bash

ceph
ceph
ceph
ceph

ceph

ceph

ceph

ceph

ceph
ceph

mon add 0 10.
mon add 1 10.
mon add 2 10.

mon quorum O

osd count 20

= O O O

pg count 0 1024 1 2048

osd usage 0
osd usage 1
osd usage 2

osd usage 3

1024
1024
1024
1024

1024
1024
1024
1024

O
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B Get ghost cluster status:

[root@localhost build]# ceph -s
cluster 1bb821e7-4550-4flb-baec-259e2809261a
health HEALTH OK
monmap e4: 3 mons at {0=10.0.0.1:0/0,1=10.0.0.2:0/0,2=10.0.0.3:0/0}
election epoch 4, quorum 0,1,2 0,1,2
osdmap e2l1: 20 osds: 20 up, 20 in
pgmap vO0: 2048 pgs, 1 pools, 2048 kB data, 2048 objects
4096 kB used, 4096 kB / 0 kB avail

2048 active+clean
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Demo FUjiTSU

B Reduce quorum to mon.0 and mon.1

[root@localhost build]l# ceph mon quorum 0 1

[root@localhost build]l# ceph -s

cluster 1bb821e7-4550-4flb-baec-259e2809261a

health HEALTH WARN
1 mons down, quorum 0,1 0,1

monmap e€5: 3 mons at {0=10.0.0.1:0/0,1=10.0.0.2:0/0,2=10.0.0.3:0/0}
election epoch 5, quorum 0,1 0,1

osdmap e2l: 20 osds: 20 up, 20 in

pgmap vO0: 2048 pgs, 1 pools, 2048 kB data, 2048 objects

4096 kB used, 4096 kB / 0 kB avail

2048 active+clean
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Demo FUjiTSU

B Emulate OSD.0 down

[root@localhost build]l# ceph osd 0 down

[root@localhost build]l# ceph -s
cluster 1bb821e7-4550-4flb-baec-259e2809261a
health HEALTH WARN
1 mons down, quorum 0,1 0,1
1/20 in osds are down
monmap e5: 3 mons at {0=10.0.0.1:0/0,1=10.0.0.2:0/0,2=10.0.0.3:0/0}
election epoch 5, quorum 0,1 0,1
osdmap e23: 20 osds: 19 up, 20 in
pgmap v0: 2048 pgs, 1 pools, 2048 kB data, 2048 objects
4096 kB used, 4096 kB / 0 kB avail

2048 active+clean
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Demo FUjiTSU

B Add monitor clock skew

[root@localhost build]# ceph mon skew 2

[root@localhost build]l# ceph -s
cluster 1bb821e7-4550-4flb-baec-259e2809261a
health HEALTH WARN
clock skew detected on mon.O0
1 mons down, quorum 0,1 0,1
1/20 in osds are down
Monitor clock skew detected
monmap e€5: 3 mons at {0=10.0.0.1:0/0,1=10.0.0.2:0/0,2=10.0.0.3:0/0}
election epoch 5, quorum 0,1 0,1
osdmap e23: 20 osds: 19 up, 20 in
pgmap vO0: 2048 pgs, 1 pools, 2048 kB data, 2048 objects
4096 kB used, 4096 kB / 0 kB avail

2048 active+clean
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Demo FUjiTSU

B Emulate nearfull OSD.1

[root@localhost build]# ceph osd 1 nearfull

[root@localhost build]# ceph -s
cluster 1bb821e7-4550-4flb-baec-259e2809261a
health HEALTH WARN
clock skew detected on mon.O0
1 near full osd(s)
1 mons down, quorum 0,1 0,1
1/20 in osds are down
Monitor clock skew detected
monmap e5: 3 mons at {0=10.0.0.1:0/0,1=10.0.0.2:0/0,2=10.0.0.3:0/0}
election epoch 5, quorum 0,1 0,1
osdmap e24: 20 osds: 19 up, 20 in
pogmap v0: 2048 pgs, 1 pools, 2048 kB data, 2048 objects
4096 kB used, 4096 kB / 0 kB avail

2048 active+clean
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Demo FUjiTSU

M Set cluster full flag

[root@localhost build]# ceph osd set full

[root@localhost build]# ceph -s
cluster 1bb821e7-4550-4flb-baec-259e2809261a
health HEALTH WARN
clock skew detected on mon.O0
1 near full osd(s)
1 mons down, quorum 0,1 0,1
1/20 in osds are down
Monitor clock skew detected
monmap e5: 3 mons at {0=10.0.0.1:0/0,1=10.0.0.2:0/0,2=10.0.0.3:0/0}
election epoch 5, quorum 0,1 0,1
osdmap e24: 20 osds: 19 up, 20 in
pogmap v0: 2048 pgs, 1 pools, 2048 kB data, 2048 objects
4096 kB used, 4096 kB / 0 kB avail

2048 active+clean
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Demo

B Emulate OSD.2 full

[root@localhost build]# ceph osd 2 full
[root@localhost build]# ceph -s
cluster 1bb821e7-4550-4flb-baec-259e2809261a
health HEALTH ERR
clock skew detected on mon.O0
1 full osd(s)
1 near full osd(s)
1 mons down, quorum 0,1 0,1
1/20 in osds are down
full flag(s) set

Monitor clock skew detected

monmap €9: 3 mons at {0=10.0.0.1:0/0,1=10.0.0.2:0/0,2=10.0.0.3:0/0}

election epoch 9, quorum 0,1 0,1
osdmap e113: 20 osds: 19 up, 20 in
flags full
pgmap v0: 2048 pgs, 1 pools, 2048 kB data,
4096 kB used, 4096 kB / 0 kB avail

2048 active+clean

2048 objects

O
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B

Throwing fireballs
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What it is? FUjiTSU

Throwing fireballs into Ceph means:
B Break stuff e.g.

Add 10% packet drop to public interface for node with monO

Add 100ms network delay to cluster interface on different node

Pin all ceph-osd processes from node with mon1 to one logical CPU core

Move all ms_dispatch threads from all ceph-osds on node without monitors to one logical CPU core

Misconfigure OSD parameters in resobanble way

Filling up OSD patrtitions with non PG stuff (e.g. using dd)
B See Ceph reaction:

B  When /where / how it breaks
B Create a cure for newly created dissease:

B Analyse ceph logs and potential core dumps

B Deduce probablity of newly created conditions and prepare a solution
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Tools for throwing fireballs FUﬁTSU

B Ceph configuration poisoning:

¥ Injecting args at runtime

® Permanent changes in ceph.conf
B System tools:

M tuned, tc, /proc files, iptables, changing XFS properties, etc.
B Dedicated tools:

¥ Newly created CPM (Ceph Process Manager)
¥ Dedicated scripts and code snippets
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CPM - Ceph Process Manager

B Uses python and salt to interact with Ceph cluster
B Manages Ceph processes at higher level:

B Doesn’t matter on which node ceph-* are running
B Keeps configuration in a flat JSON file
B Uses regular expressions to match process and thread names

B Can tune several things (for processes and individual threads)

B Set any logical CPUs on which can run

B Change nice priority of processes and threads
B Change scheduling and real-time priority

B Change I/O scheduling policy and priority

B Uses python and custom salt module

® It will be released soon

O
FUJITSU
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CPM demo FUﬁTSU

CPM can be started
with GUI or in batch — e
mode only.

Filter

Lpply
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CPM demo FU‘ﬁTSU

Processes can be
filtred by reglar
expressions.

oply currently
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CPM demo FU‘ﬁTSU

In process view
serveral options can
be chosen.

CPU config

Settings will be
saved in JSON
format.

eduling policy Priorici

priority (FIFO, RBR): O

duling policy Frioritci

EFFORT
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CPM demo

B JSON config example:

M Pin every osd process on the whole
cluster to logical cpu core 0 and 1

m  Change will be made on all nodes in

the cluster

"ceph-osd-*": {

"scheduling": {
"policy": "OTHER",
"priority": O

by

"jonice": {

"policy": "REAL TIME",
"priority": 4

by

"enable": {

"io sched": false,
"sched": false,
"cpu": true

by

"taskset": [0,11],

"thread name": "",

"nice": 0

O
FUJITSU
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CPM demo

B JSON config example:

B Move ms_dispatch thread for every
ceph-osd process to logical cpu

cores: 3,4,6,18

m  Change will be made on all nodes in

the cluster

B To apply JSON profile:

> python cpm.py --apply profile.json

"ceph-osd-*": {

"scheduling": {
"policy": "OTHER",
"priority": O

by

"jonice": {

"policy": "REAL TIME",
"priority": 4

by

"enable": {

"io sched": false,
"sched": false,
"cpu": true

by

O
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"taskset": [3,4,6,18],
"thread name": "ms dispatch",
"nice": 0

27
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Thowing fireballs in the wild FUjiTSU

B How to present this technique?
M |s there a way to:

B Make it more real than just flat files and terminal commands?
® Move it to different level of abstraction?
W Make it more fun?

M Blender comes for the rescue!
B Game-like interface for throwing fireballs
¥ Realtime logs and Ceph status on HUD display
¥ True interaction with physical servers
¥ Interaction through librados and salt
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Let's play! FUjiTSU

Hm Controls:
¥ Mouse look
® W S AD keyboard for movement
B Graphics:
® 3D models of ETERNUS CD10000 appliance
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Heads-Up Display FUﬁTSU

0SD: 56, UP: 56, IN: 56 11.86 GB used, 46670.96 / 46682.82 GB avail

Left PGS: 1866 HEALTH OK

B OSDcount, UP vs IN [ElduVEdETREElT
H PG count

B PG states

Center

B Clusterusage in GB

Right

B Health status

B Health summary
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Monitor log wall

Realtime update from
monitor log callback

(python)

2017-04-
PGS: 1866¢17-24-27

2017-64-27
2017-84-27
2017-84-27
2617-84-27
2017-@4-27
2017-84-27
2017-84-27
2017-84-27
2017-04-27
2017-04-27
2017-84-27
2017-84-27
2617-04-27
2817-84-27
2017-04-27
2017-84-27
2017-84-27
2817-04-27
2017-094-27
2017-04-27
2017-84-27
2817-64-27
2817-84-27
2017-04-27
2817-84-27
2617-84-27
2017-04-27
2017-g4-27
2017-04-27
2017-84-27
2917-84-27
2817-84-27
2017-04-27
2017-64-27

g7
0SD: 56, LiPr56;/IN: 56

)

93:14:02.054968
e -854089

[E]

Ya17-84-27 83

active+cléansi 86k

3
a3

03:14:84 447434
03:14:04,448458
83:14:04, 482596
93:14:04.483789
3:14:05,447783
©3:14:65,448710
©3:14:05.921982
§3:14:05.924186
93:14:06,922353
©83:14:06.923712
©3:14:67.4830859
03:14;67,484323
83:14:09.852@895
€3:14:09.053013
©3:14:89.845661
©3:14:89. 846608
83:14:19. 499786
83:14:16.922886
93:14:10.957724
©3:14:11,504846
83;14:12.569848

osd.4 M
osd.41 [INF]
osd.41 [INF]

é starts
0
sd.41 a
o @
@
@

scrub
scrub
scrub
scrub
scrub
scrub
9,288 scrub sﬁarts

9.288 scrub o X
ggg:éI[INF]]pgmap 478721 1866 pgs: U
0sd.9 [INF] @.77 scrub starts
0sd.9 [INF] ©.77 scrub ok
osd,9 [INF] 8.77 scrub starts
osd.9 [INF] @.77 scrub ok
osd.35 [INF] ©.592 scrub starts
0sd.35 [INF] 8.592 scrub ok
0sd.25 [INF] 8.1ba scrub starts
0sd.25 [INF] @.1ba scrub ok
osd,25 [INF] 0.1lba deep-scrub starts
psd.25 [INF] @.1ba deep-scrub ok
0sd.9 [INF] 8.77 scrub starts
osd.9 [INF] €.77 scrub ok
0sd.16 [INF] ©.372 scrub starts
0sd.16 [INF] @.372 scrub ok
0sd.9 [INF] ©.77 scrub starts
0sd.9 [INF] ©.77 scrub ok
0s5d.20 [INF] ©.4d4 scrub
0sd.2@ [INF] ©.4d4 scrub
osd.20 [INF] @.4d4 scrub
osd.20 [INF] @.4d4 scrub
osd.16 [INF] &.372 scrub
osd,16 [INF] 8,372 scrub
osd.25 [INF] ©.1ba scrub
osd.25 [INF] @.1ba scrub
osd.35 [INF] 8,592 scrub starts
0sd.35 [INF] 8.592 scrub ok
mon.@ [INF] pgmap v478722: 1866 pgs: 1866 activetclean;
0sd.26 [INF] ©.4d4 deep-scrub starts
0sd.2¢ [INF] ©.4d4 deep-scrub ok
mon.@ [INF] pgmap vA78723: 1866
mon.® [INF] pgmap vA78724: 1856

.288
.288
288
.288
.288
.288

ok
starts
olc

osd.41
osd.41
psd. 41
osd.41
866 activetrclean;

starts
ck
starts
alk
starts
ok
starts
ok

Pgs: 1866 active+clean;
pgs: 1866 activetclean;

°11.86 B used, 46670.96 / 46682.82 GB avail

2280 M@ data, 12146 M

O
FUJITSU

HEALTH_OK

B used, 46670 GB / 46682 GB avall; 7125 Bfs rd, 7 op/s
»

2280 MB data, 12146 MB used, 46670 GB / 46682 GB avail

2280 MB data, 12146 MB used, 46678 GB / 46682 GB avail
2280 MB data, 12146 MB used, 46678 GB / 46682 GB avail
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What is inisde? FUﬁTSU

0SD: 56, UP: 56, IN: 56 11.85 GB used, 46670.97 / 46682.82 GB avail |
PGS: 1866

|
active+clean: 1866 |
|
i

Starting from top:
- public network switch

| HEALTH_OK

- node4

°

- node3

- node2

- nodel

- cluster network switch
- *management node

- *admin network switch

i TR =

= T el

* Management node and
admin network is an
additional part of
ETERNUS CD10000
appliance.
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Every object has its own menu FUﬁTSU

0SD: 56, UP: 56, IN: 56
PGS: 1866

active+clean: 1866

Let’s start rados bench
from nodel.

[ nodet |
bench: 4M 10 sec wr
bench: 4M 60 sec wr
bench: 4k 10 sec wr
bench: 4k 60 sec wr
bench: 4k 60 sec wrno cleanup
bench: 60 sec rand
bench: 60 sec seq
bench: 4k 60 sec 16t wr no cleanup
bench: 60 sec 16t rand
bench: 60 sec 16t seq
bench: cleanup last
bench: cleanup all
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Logical CPU usage 0-31 FUﬁTSU

0SD: 56, UP: 56, IN: 56 11292 GB used, 46670:90/
PGS: 1866 wiile: 8.47 MB/s™
active+clean: 1866 2168 wis

Orange blocks are scaling
from 0 to 100% just as
logical core usage on
server after starting rados
bench test.
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Rados bench wall FUﬁTSU

0SD: 56, UP/5E 1h: 56
Current rados bench PCS: 1866 0

results are displayed on
another wall of 3D server
room.

ache+dean:1§66 .

e'a%u”b
9.00598325
00604932

@81"7)4.}
2 0@LH@”E.

0.

g ey ) SO
L R = S N TN T =
>

[ RS

V.v)élﬁ‘”dl 00651762
9.00164406 @. @@h)%oﬂu
0.00159924 ¢ @u/888
'00154319 ;
9162169
avg lat: e 0@1 69559

o

-

8
9
9
1
3
5
6
8

.00668791
e @@l)bjAL .00676021
0.00142126 ©.00671586
0.00211848 ©.00669446

e
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Let's look on the back side FUﬁTSU

— 0SD: 56, UP: 56, IN: 56 14.62 GB used, 46668.21 / 46682.82 GB avail
Network cabling: PGS: 1866 Jwiite: 918 MB/S HEALTH_OK
Blue — public active+clean: 1866 63;,550 e

Yellow - cluster

Red — admin
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First fireball — public network delay FUJITSU

! 1 1 pEm e ————= | .U 29
oso:fe,up: 86, IN:56 = 66172 / 46682:82 GB avail
PGS: 1 | § = YOl eg

866 | P ™ i %
\ @ T % | ‘- [ node2_public ]
- tc: 10% data loss
tc: 100% data loss
tc: 100ms delay
tc: 200ms delay

tc; clear
tc: list

Add 100ms delay for
public interface of node2.

HEALTH_OK

© 2017 Fujitsu Technology Solutions



O
FUJITSU

+ R HEALTH_OK

| .
€4

Add another delay, this |
f[lTefZOOmfs fo:jp:bllc actnve+clean1&éb . | e oseee | |
interface of node3. = - [ node3_public ]
~ : 10% data loss

: 100% data loss

: 100ms delay

: 200ms delay

: clear

: list
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First fireball — public network delay

0SD: 56, UP: 56, IN: 56 15.11 GB used, 46667.72 / 46682.82 GB avail
PGS: 1866
active+clean: 1866

Have a global look on
what we’ve set on the

bli twork switch. i i
public network switc [ switch_public ]

tc: 10% data loss
tc: 25% data loss
tc: 50% data loss
tc: 100% data loss
tc: 100ms delay
~ tc: 200ms delay
= tc: 500ms delay
] tc clear
- tc: list

©
FUJITSU

HEALTH_OK

© 2017 Fujitsu Technology Solutions



First fireball — public network delay FUﬁTSU

. ) 0SD: 56, UP: 56, IN: 56 15.11 GB used, 46667.72 | 46682.82 GB avail %
Public network delays: PCS: 1866 HEALTH_OK

node3: 200ms active+clean: 1866
node2: 100ms

node1 qdlsc mq 0: root

node3:qdisc netem 8047: root refcnt 65 limit 1000 delay 200 Oms

node2iqdisc netem 8054: root refcnt 65 limit 1000 delay 100.0ms
d 0:

(7] dIS
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First fireball — public network delay FUJITSU

=511 6B Used, 46667721 46632482 GB'avail™

M~ o In j
b e
| [ nodel ]
bench: 4M 10 sec wr
bench: 4M 60 sec wr
bench: 4k 10 sec wr
bench: 4k 60 sec wr
* bench: 4k 60 sec wr no cleanup
bench: 60 sec rand
{ bench: 60 sec seq
bench: 4k 60 sec 16t wr no cleanup
bench: 60 sec 16t rand
bench: 60 sec 16t seq
bench: cleanup last
- bench:cleanup all

Since we slighty broke the
public network, let’s run a
read test.

PGS: 1866
active+clean: 1866

0SD: 56, UP: 56, IN: 56 pope

L
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First fireball — public network delay FUﬁTSU

_1at ‘ 2413
4666771 46662.82 4 HEALTH_OK

Look closely on the Py D1 MBI © ; 000879003 035595
027734 " g. 4 9.1

- . ohed OWifs 9
latency, which ] 0 2 fg12
71 257846

sometlme_s is very low, o 3 e

but sometimes reaches 2% Q;gyggg
592

above 100ms and 4

771 20 25308
635
976 3‘665367
200ms.

1192 505
9.682
ggg‘g @.meség
1823 9.7%36 ehea 0.0 g.0822492
2057 90}417‘54 0 . c @.@3138@2
2 s blen O p.0802915

o ol o.orstst

8. 9 0
5%2 g.783854 9 0.00106928 g 0786817
p 0.794926 0. 9.0@@556544 . o

1 58 5 9.722656 1 0.078
” s5i5 070051 0.722656 a.eeagggﬁl avg lat: @
@ 846 : t: 0.

2@1;904 z 0?'17'48.3146258 mi"hljt:aeéagglffw M ¢ lat(s) a\ége%'gm;
sec (ur 0ps stag;sg F1n1256 28 roa1 0.882812 N 0.0 83
2 %g 1207 4276 0,795281 0.859375 S eo8a60  ©.0783006

1 wes  4ise 6.795348 9.796875 @ el

12 a4 4688 0.795689  0.8125 0.00181597 .

8.898438 0.20087 8.9778@5

6 4934 4913 6.800349
116 5146 5124 £.80852 0.804688 ©,000941276 9.677861%
16 5343 5327 9.800225 ©.792969 2.,108782 8.077924

16 5546 5524 9,799085 9.769531 8.200956 0.0786202

%és g;gg E;;g ) gézgs‘? 0.816406 9.16092 9.8778768
.891755  9.859375 0.10077  0.077

%g 23? 6174 0.803863 ©.863281  9,190897 6.0775?3%

16 598 25?5 0.861939 8.745094  9.1p@R03 R.8777423

5 o 688§ 0.862388 ©.816406 0.000704793 0.077688

woo 0.895177 6.834531 6.0p08750¢] 9'9774795

78
6 ng e DHBE 10156 o pggsosys

I L

These are the values we
have set as delays of
node2 and node3.

18
11
2
13
14

—
i

9784449

Ao
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Second fireball — kill one of cluster network interfaces FUﬁTSU

. 0SDi56, UP: 56-4N:'56 U 1556 GB used; 46667 26/4665_3; {GBavai :‘
Start rados bench first o e ine | e Reasssad M HEALTH OK
see what is going to active~cleans 1866 ! 2r/150 w/s‘ L g NE |
happen after we kill one I 4 L - - i o

[nodei]
network card. ~ bench: 4M 10 sec wr

bench: 4M 60 sec wr
bench: 4k 10 sec wr
bench: 4k 60 secwr

bench: 4k 60 sec wr no cleanup
bench: 60 sec rand

bench: 60 sec seq

bench: 4k 60 sec 16t wr no cleanup
bench: 60 sec 16t rand
bench: 60 sec 16t seq

bench: cleanup last

bench: cleanup all
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Second fireball — kill one of cluster network interfaces FUﬁTSU

Adding 100% data loss
to a network interface
could simulate e.g. NIC
overheat.

0SD: 56, UP: 56, IN: 56
PGS: 1866
active+clean: 1866

15.90 GB used, 46666.93 / 46682.82 GB avail

wiite: 8.48 MB/s
2170 wis
O+

[ nodez_-duster ]

ra——x [c: 10% dataloss

|
{

=

tc: 100% data loss
tc: 100ms delay

— =—— = tcdear

tc: list

HEALTH_OK
| f&ff"‘ ' :
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Second fireball — kill one of cluster network interfaces FUfI)TSU

T ta9 ADIPZ g ABBID "5 0369/ 10310
0SD: 56, UP: 56, IN: 56 7 15 ./ % 16:380B sed, 4B666 %48 1 46682.87 (B availo
¥5.12 B %jﬁés%ﬁ :?é§977859 HEALTH OK

Writes are now blocked, PCS: 1866 T 7L e aA3
[ ' B L B 13567 Y 6.30062 - 163868 97946
because.the.re IS.nO active+clean: 1866 1 e PO 1 3086 %0@52@299 %2236654
H = i S AT aRE 10.929/ ‘ 764 ~
cluster network interface T o 1773 9.3671 ggé?gé381 @.669@73;2
# 5 S 6.8 7 g5 ot 979
ofnodez. eert 0,60170037 /g@igffﬁ 00139
, O lat: 1.00359 avg 1ati D0y
lat: f s/ last lat(s) avé :
g avg HB/s U B o 60216697 @.9232%22
: 6.31641 0.00176917 .@@%7689
7.30962 0.00207161 .QQﬂ 2
15 0453 ©.00190386 ©.00868865
o 72 59249
23326 8.38281 0.00225172 .9@849@14
35051 10.3906 ©.0350399 0.008
17635 10.3984 ©.08149177 ©.00835178
50149 8.15625 6.08158693 ©.00832179
62333 10.9141 0.00168065 0.00819437
58995  6.65625 0.0502144 ©.00822633
7.63536  8.95312 0.00156938 0,808817244
v 00817244
94124 .00817244
73768 .00817244
54458 .00817244
36278 .00817244
19982 98817244
-00817244

; 90134997 max

35477

o

6.
5
2
7
7
25
Tie

~

-~

58646
58646

Ao~
[a=Ra~ v lae Mav s Rav R B v Ba Blaw Bav B RGe RGe B o R
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Second fireball — kill one of cluster network interfaces FUﬁTSU

L 0SD: 56, UP: 56, IN: 56 16.41 GB used, 46666.41 / 46682.82 GB avail
Ok, it is enough, clear B ocs: 566 HEALTH_OK
100% packet drop on this e e W

interface and let’'s check
if writes to the cluster will
start working again.

11

1 34

N 3

N &

fL e,
p
{

: J

;

4

j

[ nodeZ_ZIusterj ) s;ﬂ
2y o tc: 10% dataless

active+clean: 1866 ) | I

? ] tc: 100% data loss
= tc: 100ms delay
= = tc clear

tc: list
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Second fireball — kill one of cluster network interfaces FUﬁTSU

0SD: 56, UP: 56, IN: ol : R ;
16.57:( LJ;%?%&BGBQS P46682.82 GB avai 2
0 po817244 HEALTH_WARN

At the end of rados 4
. 6
PGS: 1866 gggﬁwritgsﬁ}ﬁ)z V -

bench log, you can see . 2 Ko
. + . 8 14
that writes were e 1565 SB“ZE,%% % 0902
unblocked s 0 49790
. sge6l  5gpab 4 57350
ss&ﬁ% 58646 4 77205
5866 53646 4" 67466
i R Y
. 586 140134
Cluster went into the e W
62 .32185
HEALTH_WARN state, T
an 58662 4,16469 *
d reported slow de2 i 40903 114 0.00239798 0871
requests. e B o 00TNC 5 pg102926 8.015
gﬂgg g 4.11346 35%%?9 @.00216561 p.0148827
5 . - .
62347 3'533833 max lat: 27,3506 ave lat:
; EEL 1a‘t(§;
2.91128 0.002243
V11237 e.eo7s12s  3.74021 0.0146083

6 requests are blocked > 32 sec

T 00817244
0.0127412

OO

Probably some threads % g £95
< 61 13 64788 64
}Nere constantly waiting oy b
Total writes made: 6470
or the cluster network IEE 0 e
o o . Object size: 4899
Spon-se to finish write gaggwidth (MB/sec): 4.98787
operat . tddev Bandwidth: 4,842
p on Vax bandwidth (MB/sec): 16,4623
Min bandwidth (MB/sec): @
Average TOPS: 1646
Stddev TOPS: 123
Max T0ps: ;
Min Iops: 3199
Average Late .
Stiger Laten@;{sy. 8.0152345
Mor latency(s), © 0;426569
Min latency(s): 27.3508
8.9912833
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Third fireball - CPU time FUjiTSU

56, UP: 56, IN: 16.648 used, £6666.18 1 466838t L Broaecs B [ a1
Have a look on tuned 0D o lEe g I { Eocsees g*‘HEALTIr-LbK’ :

PGS: 1866 —
profiles. X ,UJ’

active+clean: 1866 == -
[ pmgmt]

tuned: latency-performance
tuned: throughput-performance
tuned: network-latency
tuned: network-throughput
tuned: balanced
tuned: powersave
tuned: show active profiles
cpm: set all osd on one cpu
cpm: set all osd on all cpus
cpm: set all osd sched ilde
cpm: split thread groups
cpm: show thread split

{
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Third fireball — CPU time

The settings are telling
us that the cluster is
profiled to achieve max
performance.

0SD: 56, UP: 56, IN: 56
PGS: 1866
active+clean: 1866

node1:Cument active profile: throughput-performance
node3:Current active profile: throughput-performance
node2:Cunent active profile: thioughput-performance
node4:Currentactive profile: throughput-performance

7

/
LY

>

7/

O
FUJITSU

{
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Third fireball — CPU time FUjiTSU

. 0SD: 56, UP: 56, IN: 56 16.64/GB sed, 46666.18 1 4663282 GBAALL ¥ i el =
Using CPM (our newly  EReia e B B e e
developed tool), pin all sctiastloar 1680 acetedy  MNLINSIES /
ceph-osd processes to

first logical CPU core on [ pmgmt]
) tuned: latency-performance
every node in the cluster.

tuned: throughput-performance
tuned: network-latency
tuned: network-throughput
tuned: balanced

tuned: powersave

tuned: show active profiles
cpm: set all osd on one cpu
cpm: set all osd on all cpus
cpm: set all osd sched ilde
cpm: split thread groups
cpm: show thread split

Jes

755+

< 7 5 77
55544 //_’ 7/ /
Z / //t} T// Z

7555
7554
2,4

/
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Third fireball — CPU time Fuj‘i’Tsu

Start rados bench test
with16 threads to see
Cpu usage.

PO IBES
active+clean: 1866

bench: 4M 10 sec wr

bench: 4M 60 sec wr

bench: 4k 10 sec wr

bench: 4k 60 sec wr

bench: 4k 60 sec wr no cleanup
bench: 60 sec rand

bench: 60 sec seq

bench: 4k 60 sec 16t wr no cleanup
bench: 60 sec 16t rand

bench: 60 sec 16t seq

bench: cleanup last

bench: cleanup all
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Third fireball — CPU time FUjiTSU

» 26,43 0 16.64 GB used, 46666.18 / 46682.82 GB avail
OSDs are allowed only to  [esteE el 26 read: 0.43 MB/s

use first logical CPU £t 40 42,1836 0.00 0 wid
core, bandwith dropped 178223 0.000 M (11015
twice.




Third fireball — CPU time FUjiTSU

0SD: 56, UP: 56, IN: 56 16.64 GBused, 46666.18 / 46680, 82 GB avall A oCevens
Allow each OSD to use PCS: 1866 ead: 0.6ZMB/s i L s

every logical core. activesclean: 1666 (]) ;\]”Sr/s

[ pmgmt ]
tuned: latency-performance
tuned: throughput-performance
tuned: network-latency
tuned: network-throughput
tuned: balanced
tuned: powersave
tuned: show active profiles
cpm: set all osd on one cpu
cpm: set all osd on all cpus
cpm: set all osd sched ilde
cpm: SE“t thread groups

~ cpm: show thread split

0707

5 / /

7// /7/“/,,,« / 77, 7777%
% / /)
7 777

7(7,

© 2017 Fujitsu Technology Solutions



Third fireball — CPU time FUjiTSU

; : ! 36.64 GB used, 46666.18 / 46682.82 GB avail
Check rados bench wall PGS: 1866 2 5 'éad:O.G?»MB/sc e o

— bandwith jumped Bl 8 Dw/s
back to normal level. 815 : 16116

OSDs are now using
every core (0-31).




Third fireball — CPU time

OSD has about 28 unige
thread names.

Let’s pin each OSD thread
name to each of logical
cpu cores (0-27).

Thanks to this we could
easily check which thread
groups need more CPU
time than the others.

Unique thread names for OSD:

admin_socket, ceph-osd,
filestore_sync, fn_anonymous,
fn_appl_fstore, fn_jrn_objstore,
fn_odsk_fstore, journal_write,
journal_wrt_fin, log, ms_accepter,
ms_dispatch, ms_local,
ms_pipe_read, ms_pipe_write,
ms_reaper, osd_srv_agent,
osd_srv_heartbt, safe_timer,
service, sginal_handler,

tp_fstore_op, tp_osd, tp_osd_cmd,

tp_osd_disk, tp_osd_recov,
tp_osd_tp, wh_throttle

0SD: 56, UP: 56, IN: 56 16.64 GBlised, 46666.18/ 46687 826BavalllL ¥/ 552

PGS: 1866 read: 0.82 MB/s

active+clean: 1866 (2)2\/5/5;/5

— SR

[pmgmt]
tuned: latency-performance
tuned: throughput-performance
tuned: network-latency
tuned: network-throughput
tuned: balanced
tuned: powersave
tuned: show active profiles
cpm: set all osd on one cpu
cpm: set all osd on all cpus
cpm: set all osd sched ilde
cpm; SEIit thread groups
cpm: show thread split

o HEALEH OKL B
Jﬂ’ o M b

O
FUJITSU
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Third fireball — CPU time FUjiTSU

The ones with 100% 239313 = : read: 0.28 MB/s
usage are: R 1025755 e 0wis

- ms_accepter ' F |

- tp_osd_tp
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Multiple fireballs at once

0SD:56,UP:56, IN:56 166568 used, 46666.17/ 46682.82 GB avail
Add 25% data loss to PCS: 1866 read:1.06 MB/s

every N IC.con nected to et 2o BEE (2) é/gsrls
cluster switch.

[ switch_cluster ]
tc: 10% data loss
tc: 25% data loss
tc: 50% data loss
tc: 100% data loss
tc: 100ms delay
tc: 200ms delay
tc: 500ms delay
tc: clear
tc: list

O
FUJITSU

HEALTH_O

e e —
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Multiple fireballs at once FUﬁTSU

0SD: 56, UP: 56, IN: 56 1665008 used, 46666.17 /4688282 GBoval : oo

Start rados bench write to PCS: 1866 read- 1.02 MB/s = : = 2hees

see cluster reaction. 0w/s

active+clean: 1866 261 s -

bench: 4M 10 sec wr

bench: 4M 60 sec wr

bench: 4k 10 sec wr

bench: 4k 60 sec wr

bench: 4k 60 sec wr no cleanup
bench: 60 sec rand

bench: 60 sec seq

bench: 4k 60 sec 16t wr no cleanup ===~
bench: 60 sec 16t rand

bench: 60 sec 16t seq

bench: cleanup last

bench: cleanup all
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Multiple fireballs at once

As we suspected, writes

are starting to be et cloan: 196
active+clean:

unstable. actlve+clean+scm‘éblng

2

1Oy

® O ;o ~

26718
26735

7F80

,.183594
).148438
,'@91/)
9.125
0.121094
: /8926

.1093
,2L5 0. Mbc4902

£ @' 0135357 max lat:
Vg

,'@@177155

@,aﬁlﬂ”"5
).00153 3269
.00190798
). 00166522
00148916
7394

0_211281

1.81096
0.809997
0.214962
00247199

1.72629
9.211568

6.62393 avg lat: 0.011

MB/s cur MB/s last lat(s)

5.22155 0.6742188
4.3799/ ©.148438
4,75823 0.101562

1.41/9r
0.25594
2.00256984

2. @9]/f780
9. ‘)95/9906

0.0041294

) ';'“)82
@3103142
@@/0;450

00517435
.@@54"077
,08572442
00590215
00623354
20699411
20753959
00810456
.00855765
90909595
00965405
0.0102098

0.010421

avg lat(s)
9,0111907
0.0119116
09.0121889

O
FUJITSU

HEALTH_OK

© 2017 Fujitsu Technology Solutions




Multiple fireballs at once

2 17.28 (B used, 46665.5 46—6%?‘82’6__.'" e
Stop OSD.0 gracefully, ane ' wﬁte:()_()ﬁui:B/S ‘ [1[ Seove _j_a\_'/a',,,, s ,_L": 'HEAL[H":OK_4
this should create small e —r — 6 I;I\S/v/s
rebalance. active+clean+scrubbing: 5
active+clean+scrubbing+deep: 1 [ 0sd0]

Stop

Start
Restart

Kill process
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Multiple fireballs at once

Writes were blocked
again.

C

<0sh: 3{;1)9

Cfﬁi ]866 "8 iﬂq

active+dedh 1 ?36 o
actlve+undersued«*degradedﬂ %]&
Feagtive¢clean+scrubbing: 7
actnvahng+ﬁnﬂérssm¢tdegraded 3
peering: 1

Staje+activerclean: 1

5 0.0019531

%]

® ©

o

OO ®

2

@2419?4
A@ 50704

U

N

19.3263

DN NN VT U N W

'7.62*)317
1.8263122

O
FUJITSU

HEALTH WARN

| 121 pgs degraded
1 pgs peering
1 pgs stale ‘
121 pgs undersized
6 requests are blocked > 32 sec
recovery 14296/682917 objects degraded (2. 093
1/56 in osds are down —_—

e
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Multiple fireballs at once

Allow OSDs only to use

single logical CPU core.

0SD: 56, UP; 55, IN: 56
PGS: 1866

active+clean: 1737
active+undersized+degraded: 118
active+clean+scrubbing: 6
activating+undersized+degraded: 3
peering:

stale+active+clean: 1

17.30 GB used, 46665.52 46682 82 GB avalll

write: 0.00 MB/s
owls
0r/s

tuned: latency-performance
tuned: throughput-performance
tuned: network-latency
tuned: network-throughput
tuned: balanced

tuned: powersave

tuned: show active profiles
cpm: set all osd on one cpu
cpm: set all osd on all cpus
cpm: set all osd sched ilde
cpm: split thread groups
cpm: show thread split

) —hEALTH WAR[\L =

—— - ——- 121 pgsdegradez__ £

O
FU]ITSU

e

1 pgs peering
1 pgs stale
121 pgs undersized
re.blocked > 32 sec
recovery” 1#29 82920 objects.degraded (2.093
' 1/56 m osds a

=
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Multiple fireballs at once FUﬁTSU

Writes are still blocked,

and since OSDs are HAR R e > Y ‘ uspgsdegmded <
working only on one cpu, undets zeg_ S PE A TR : 6298785 ﬁie%%i%}:azg éf:;iﬂg?%d}L oo Bl
recovery process now ‘ 9 0 o 1/56 in osds are doun ,° o oues

runs slower.
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Multiple fireballs at once FUﬁTSU

0SD: 56, UP: 55, IN: 56 — 17.30 GB used, 46665.52 / 46682.82 GB avail

Let's check if cluster will PCS: 1866 AEE— __:__;__H EALTH : WARN

recover afte_r Clus_ter active+clean: 1734 __‘li cessse lﬁ)’_ E vesey MUl pgsde'radeltd o ¥
network switch will be active+undersized+degraded: 123 [ itch 3 | t‘T el B T e T B
healed active+clean+scrubbing: 7 switcn_cluster oo [ 1 B iecavery 18368204 T object/ddoraded 2,194

activating+undersized+degraded: 2 - 10% data loss oy ?7?#&3’

: 25% data loss

: 50% data loss

: 100% data loss
: 100ms delay

: 200ms delay

: 500ms delay

: clear

: list

)
W i

© 2017 Fujitsu Technology Solutions



Multiple fireballs at once

. . 05D 56, UPY 55 IN: 58 " a17-a-17 e3:29:4 7.00 GB ed: %5881 7617458987 GB
Writes are still blocked, BCS: 1866 sec Cur ops

here i bigger :
but there is some bigg active+clean; 1772

movement on cluster. act1ve+under5|zed+degraded+rernapped+wart backh

act1ve+under5|zed+degraded+remapped+backfm|ng

- peering:;dz 27

"’act|ve+undersued+degraded+remapped 3

1 agtivesclegn¥scrubbing: 2
actlvanng+under5|zed+degraded+remapped 2
active+undersized+remapped: 2
remapped-+peering: 1

O
FUJITSU

HEALTH WARN

68 pgs backfill wait

11 pgs backfillin: dg

84 pgs degrade

6 pgs peering -

86 pgs undersized &

1 requests are bloeked ‘» 32 sec ’1
recovery 10326/682944 cbjects degraded 12
recovery 9 4/6829410[7](?&5 ™ spiated 3

© 2017 Fujitsu Technology Solutions



Multiple fireballs at once

Cluster starts healing.

0SD: 56, UP: 55, IN: 55
PGS: 1866
active+clean: 1794 __,

‘ acttve+undersized+dégraded+rernapped+wa|t backhll 53
- dctive+undersized+degraded+remapped+backfilling: 11

peering: 5
active+clean+scrubbing: 2
remapped-+peering: 1

1.75 1 45898.77 GB avail

O
FUJITSU

HEALTH WARN

53 pgs backfill wait

11 pgs backﬁlllnf

64 pgs degrade

6 pgs peering

64 pgs undersized

1 requests are blocked > 32 sec

recovery 7736/682944 objects degraded (1.133%
recovery 6989/682944 ob]ects mlsplaced (1.0239
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Multiple fireballs at once FUﬁTSU

. 0SD: 56, UP: 56, IN: 56 17.34 GB used, 46665.48 / 46682.82 GB avail
This time Ceph won! PCS: 1866 HEALTH_OK

active+clean: 1866
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Thank you for your attention ©

Igor.Podoski@ts.fujitsu.com

Zofia.Domaradzka@ts.fujitsu.com
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